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Abstract. We report secure data transmission performed using chaotic lasers with 
different external cavity geometries and applying the chaotic masking method based on 
subcarrier and phase modulations of the chaotic optical carrier. Two semiconductor 
lasers with similar multimode emission spectra and self-optical feedback provided, 
respectively, by ring and linear external cavities, were optically coupled and chaotically 
synchronized into a master – slave scheme. The transmitted message frequency modulates 
the radio frequency signal which modulates in phase the master chaotic carrier. Based 
on the robustness of the used encryption method and the synchronization characteristics 
of the two lasers, the decryption is conducted by the simple radio frequency spectrum 
monitoring of the slave emission.  
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1. INTRODUCTION 

The development of the field of data transmission involving electronic and 
computational technologies drove the development of data encryption systems [1]. 
In recent years, one area of secure transmission of optical information that has 
emerged is the encoding based on cryptographic systems (crypto-system) that use 
the chaotic properties of semiconductor laser emission [2–4]. With the development 
of this field the need to develop tools for evaluating and experimenting such systems 
has emerged [5, 6]. From this point of view, the external cavities semiconductor laser 
(ECSL) systems with chaotic dynamics are attractive for many applications [7], 
including optical communications [8, 9] and encoded data transmission [10–12], due 
to their main properties such as sensitive dependence on initial conditions, 
randomness and mixing and at the same time [4], broadband spectrum [13–15], 
synchronization [16] and the existence of different temporal scales [17].  

Chaotic dynamics of two coupled chaotic laser systems become an integral 
part of crypto-systems due to their intrinsic property to be able to synchronize at the 
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physical layer of the transmission system, which allows extremely fast modes of 
communication [12]. The enhancement of the encryption properties of chaotic 
signals, related to the increase of the encryption efficiency, is a purpose of the 
encryption systems. Chaos communications based on electro-optic modulation 
technique and feedback, have been studied and demonstrated as an alternative 
approach to electric or optic classical ones and have been successfully used in field 
experiments at comparable bit rates with optical intensity modulation [18, 19]. In the 
case of some modulation techniques, i.e. subcarrier (SM) and electro-optical phase 
(EOM) modulations, it was numerically and experimentally demonstrated [20–22] 
that the message can be very efficiently encrypted when the radio frequency carrier 
is within the frequency range where the chaos power density is maximized [20]. 
Also, the analyses on the decoding performance of subcarrier modulation technique, 
considering open-loop (solitary) and closed-loop (self-feedback) schemes at the 
receiver side, highlighted a robust operation in close-loop scheme and high 
sensitivity to parameter mismatch [20]. On the other hand, in the case of other 
communication schemes, good chaos synchronization and encoding performances 
were obtained for both open- and closed-loop cases [4, 23].  

 In this article, to the best of our knowledge, we report for the first time on the 

experimental results of data encryption and decryption by optical chaos, involving 

non-identical chaotic lasers. We start from two ECSLs with different closed-loop 

geometries, ring, and linear cavity, respectively, optically coupled, and dynamically 

synchronized into a master-slave configuration. Data encryption is done through an 

electro-optic phase modulator placed into the ring cavity which can modulate the 

master chaotic dynamics. The data decryption can be perform by direct RF spectrum 

analysis of the slave output [21], even if the two chaotic lasers are not identical, due 

to the efficiency of the approached encryption method, namely subcarrier frequency 

modulation (FM) of the radio frequency (RF) signal of electro-optic modulation of 

the chaotic carrier. This is possible due to the strong dependence of synchronization 

state on the relative phase between the master and slave external cavities; namely, a 

phase variation of the master substantially affects the correlation between the two 

laser outputs which induce an amplitude modulation [11]. Under special operating 

conditions, extracting the message directly from the slave dynamics was previously 

numerically and experimentally demonstrate on identical chaotic lasers [21].  

The obtained results allow to better understand the mechanisms that contribute 

to data optical encryption and decryption based on chaos synchronization of two 

similar lasers, but with different origins of the chaos dynamics. 

2. EXPERIMENTAL SETUP 

The experimental set-up consists in a chaotically coupled laser system which 

was described in part elsewhere [23, 24] and was operated as it is shown therein. In 

addition to this coupled system, here, the master has a ring cavity and is 
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unidirectionally coupled through an optical isolator with the slave (Fig. 1a). Lasers 

consist in two similar diode lasers (Mitsubishi ML101J8), both operated near the 

threshold laser at fixed parameters (injection current, temperature, and feedback 

power) so that they emit on the same laser active modes, distributed along 1 nm 

width spectral domain, in all modes of operation, solitary, self-feedback and coupled 

(Fig. 1b). The ECSLs working in low-frequency fluctuations chaotic regime are 

optically coupled through a NDF coupling attenuator (1% transmission) into a 

unidirectional lag synchronization scheme [23] at closed-loop laser powers of about 

2 mW, and a time of fly between them of about 2 ns. Also, the two external cavities 

were matched in terms of external cavity oscillations frequencies at a difference of 

about 18 MHz, respectively, 354 and 336 MHz. 

   

Fig. 1 – Chaotic laser system: a) transmitter-receiver coupling scheme; b) emission spectra for all 

modes of laser system operation, solitary (SLt, SLr), close-loop (T, R), and coupled (master-TR, 

slave-RT); SLt, SLr, transmitter and receiver lasers; L, collimation lens system; BS, beam splitter; 

NDF, neutral density filter; M, mirror; PD, amplified photodetector; OI, optical isolator; e-o PM, 

electro-optic phase modulator; FM, frequency modulation; RF, radio frequency modulation; mT(t), 

and mR(t), transmitted, and received, respectively, messages.  

A Lithium Tantalate (LTA 360-80P, Conoptics Inc.) crystal type is included in 

the master cavity and is used as electro-optic phase modulator (e-o PM) to add the 

message (mT). In the ring cavity, the radiation propagates unidirectionally through it 

determined by the specifications of the phase modulator (Fig. 1b). The message is 

inserted as a subcarrier frequency modulation of the RF sinusoidal signal of the e-o 

PM driving by using a signal generator with FM option incorporated (SG382, SRS 

Inc.). Transmitter and receiver signals were monitored using two amplified 

photodiodes PD1 and PD2 (ET-2030A, Laser 2000) of 0.5 ns rise time and 1.2 GHz 

bandwidth, and recorded by an oscilloscope (DPO7254, Tektronix) with 2.5 GHz 

bandwidth and maximum 40 GS/s sampling rate.  

Transmission experiments were made by modulating the input voltage of the 

master LTA crystal, at about 80 MHz, modulated on its turn with messages of the 
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order of 1 kHz. At the slave output, the carrier was directly monitored in real-time 

by a RF spectrum analyser (oscilloscope) to get the message (mR). 

3. RESULTS AND DISCUSSIONS 

In this study, the chaotic masking method (CMS) was applied for secure data 

transmission, within which two modulation techniques are involved, subcarrier, and 

phase modulation of the chaotic carrier (both of sinusoidal form). The transmitted 

message of fFM frequency modulates the RF carrier signal of f0 frequency which 

modulates in phase (∅𝑓) the master chaotic emission [21]: 

∅𝑓 = ∅0 +  ∅𝑚cos (2𝜋[𝑓0 +  𝛥𝑓 cos(2𝜋𝑓𝐹𝑀𝑡)]𝑡) , 

were ∅0 is a constant phase. 

Thus, the two standard modulation techniques (SM and EOM), which are 

independently used as encryption methods [20, 25], are combined for data 

encryption and transmission of the mT message. The recovery of the mT message is 

realized in certain specific conditions (MF and RF frequency domains) by simple RF 

spectra monitoring of the slave output using the photodetector and the oscilloscope 

[21]. This allows the recording of the mR message present as a modulation of fFM 

frequency of the RF signal. 

In Fig. 2, the real-time master and slave power spectra associated to intensity 

time series are shown. For certain RF modulation frequencies, the master chaotic 

dynamics (optical signal noise) mask the electro-optical modulation signal in the 

phase of the laser radiation, in the sense that the modulation signal is not observed 

(recorded) in the master RF spectrum; RF modulation component is observed only 

in the slave spectrum (Fig. 2a). This indicates that a monitoring of the master signal 

by a third party, chaotically out of sync with it, does not lead to the detection of the 

frequency modulated RF signal. Instead, a receiver synchronized at the chaotic 

dynamics level with the master, detects the changes induced in the phase of the 

synchronization state (optical phase) between them. Thus, the fFM frequency of the 

periodic oscillations induced in the master optical phase is present in slave power 

spectrum in the form of a maximum at the f0 frequency modulated with the FM 

frequency (Fig. 2b). 

The next analysis aimed to determine the working domains for RF and FM 

modulation frequencies and the amplitudes of the respective modulations. Due to the 

approached phase modulation technique and phase modulator type, the carrier signal 

must be sinusoidal with frequencies of 50 up to 250 MHz and amplitudes of 

maximum 600 mV. Investigating these ranges, it was observed that only a small 

number of frequencies and related amplitudes can be applied, so that the RF 

modulation signal is not identified in the master power spectrum. This is the first 

condition make possible the use of the encryption method (CSM).  
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Fig. 2 – Experimental power spectra associated to intensity time series; a) RF master and slave 

spectra; b) detail of slave spectrum around the carrier frequency, which shows the fFM frequency 

modulation of the RF carrier; f0 = 80 MHz, fFM = 4 kHz, amplitude of the fFM signal, 270 mV. 

In Fig. 3, the mR recovered message of 4 kHz frequency can be viewed 

comparatively for two f0 phase modulation frequencies, 70 and 80 MHz, and each at 

two amplitudes (u). The encrypted message present as a fFM frequency modulation 

of 4 kHz is optimally detected for RF frequencies of the order of 80 MHz, as well at 

an amplitude of 270 mV. But, once the RF frequency changes to lower values, the 

quality of the recovered signal decreases. To values higher than 80 MHz, the RF 

signal becomes visible in the master power spectrum, in which case the encryption 

condition is not met. 

 

 

Fig. 3 – Power spectra: dependence of the mR recovered signal on the phase modulation frequency 

and amplitude, for a subcarrier modulation of 4 kHz. 
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Fig. 4 – Power spectra: dependence of the mR recovered signal on the subcarrier modulation 

frequency, for 80 MHz RF frequency and 170 mV amplitude. 

Regarding the FM subcarrier modulation, the optimal frequencies are in a 

domain centred around 4 kHz for a RF modulation of 80 MHz at amplitudes around 

200 mV. Figure 4 shows an analysis of the mR recovered message quality, function 

of the subcarrier frequency. Among the analysed fFM frequencies, the subcarrier 

modulation signals are also optimally detected for values between 1 and 6 kHz at a 

carrier frequency of 80 MHz and amplitudes of 170mV. This mean that, in a real 

case of data transmission, the message can be applied through the subcarrier 

modulation as a train of oscillations with different fFM frequencies (0 and 1 pulse 

modulation) as is presented in Fig. 5. Here, a periodic pulse signal supplementally 

modulates the FM signal at a frequency of 600 Hz and mod deviation of 2 kHz. As it 

is the case in Fig. 5, by monitoring the value of the FM frequency it is possible to 

highlight the way to vary it, namely the pulsed modulation. 

 

 

Fig. 5 – A sinusoidal signal of fFM = 4 kHz pulse modulated at a frequency of 600 Hz  

with a mod deviation of 2 kHz. 



7 Optical cryptographic communications Article no. 408 

As the results show, by applying the chaotic masking method based on 

subcarrier frequency and radio frequency modulations of master optical carrier, data 

decryption can be performed by RF spectrum analysis of the slave output, even if the 

optical transmission is established between two non-identical chaotic lasers.  

4. CONCLUSIONS 

In this work we demonstrated the possibility of encrypted data transmission 

between two chaotic systems that are not identical from the external cavity geometry 

point of view, namely ring and linear closed-loop cavities. Due to the robustness of 

the used encryption method and the similarity of the spectral characteristics of the 

two semiconductor lasers, the message could be decrypted by simply monitoring the 

RF spectrum of the slave system emission. The values of the involved frequencies 

were selected experimentally so that they ensure an efficient encryption and 

transmission of the message. At the same time, these values were also determined 

by the operating characteristics of the used equipment.  

The results allow to understand the mechanisms that contribute to chaos 

optical data encryption based on optical and chaotic synchronization characteristics 

of two lasers and by applying subcarrier and phase modulation techniques. 
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